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KAKBO E KBANMNONLNPAH
ENEKTPOHEH MOANMMC (KEM)?

https://www.b-trust.bg/electronic-
signatures/what-is-electronic-signature

KEIl uma 3HayeHuUe Ha CcaMOpPBYHO
r10M10XeH rnoonuc. Tou ocuaypsiea
docmosepHocm U HEOMMeHHocm  Ha
nodrnucaHume  eflieKmpPOHHU  OOKYMeHMmU.
lModnucaHusm OokymeHm ocmaea nodnucaH
6e3 3HayeHue Oanu 20 CbXxpaHsieame 6bpXy
Ma2HUmMeH, onmu4eH unu dpya Hocumeri, 0anu
20 usnpauwjame o efieKmpoHHa rnowa unau 20
docmwbrieame npe3 MHmepHem.

KeanucuuupaH enekmpoHeH nodnuc e
€/1eKMpPOHEeH Modrnuc rno cMucksia Ha 4. 3, m.
12 om Peanamenm (EC) Ne 910/2014.

KEI He o3Ha4yaBa HUTO CKaHuMpaHe Ha
nognuca B UMPPOBO U30OpaxkeHne, HUTO
BNUCBaHe Ha noanuca B NPOTOKona oT
n3nuTBaHe unm CBMOETENCTBOTO 3a
kanubpupare. KEI un3nonsea kpuntupaHe cC
nybnuyeH Koy 3a ocurypsisaHe Ha Lmdposa
MHopMaUNs KaTo JOKYMEHTU, UMENNN 1 ap.
KEI gaBa Bb3MOXHOCT 3a:

e uvAeHTUdUMUMpaHe Ha asBTopa Ha
npoTtokona  OT  U3NUTBaHe  wunn
CBMAETENCTBOTO 3a kannbpupaxe,

e T[apaHTMpaHe Ha CbAbpXaHMETO Ha
OOKYMEHTa,

e 3aWwmTaBa [OKyMEHTa OT nocreasaluu

NPOMEHMU.

KAK KEIN WE NMPOMEHW NMPOTOKONUTE
OT MSIMNTBAHE W CBUOETEJICTBATA
3A KATIMBPNPAHE?

MpoTokonuTe oT nanuTeaHe,
cBugeTencreata 3a kKanubpupaHe wunu gpyru
OOKYMEHTW, N3NpateHn No enekTPoHeH nbT OT
UanuTtBaTeneH Uentbp  AJIMA  TECT,
CbAabpXaT UndpoB Nognuc.

CbabpXaHueto ©  06xBaTbT  Ha
[OKYMEHTUTE He 3aBMCU OT LUMdpoBUS NoAmKC.

WHAT IS A QUALIFIED ELECTRONIC

SIGNATURE (QES)?
https://www.b-trust.bg/electronic-
signatures/what-is-electronic-signature

QES means a handwritten signature. It
ensures the authenticity and irrevocability of
signed electronic documents. The signed
document remains signed regardless of
whether you store it on a magnetic, optical or
other medium, whether you send it by e-mail or
access it via the Internet.

A qualified electronic signature is an
electronic signature within the meaning of Art.
3, item 12 of Regulation (EU) No 910/2014.

QES does not mean either scanning the
signature into a digital image or entering the
signature in the test report or calibration
certificate. QES uses public key encryption to
secure digital information such as documents,
emails, etc. QES enables:

« identifying the author of the test report or
calibration certificate,

* guaranteeing the content of the document,

» protecting the document from subsequent
changes.

HOW WILL QES CHANGE THE TEST
REPORTS AND CALIBRATION
CERTIFICATES?

Test reports, calibration certificates or
other documents sent electronically by Testing
Centre ALMI TEST contain a digital signature.

The content and scope of the
documents does not depend on the digital
signature.

HekoH TROIHRER0

ROTIA

e Clied pddlieqaledHE



https://www.b-trust.bg/electronic-signatures/what-is-electronic-signature
https://www.b-trust.bg/electronic-signatures/what-is-electronic-signature

i.""\ N3N TBATEJNIEH LLEHT bP AJIMW TECT

UUIL LA, i, Uap amyun 103

e-mail: G:-:E".‘.": almnest.com; WEB: www.almitest.con
on7.8-3 U3nonsBaHe Ha kBanudmumpaH enekTpoHeH nognuc (KEIM) PeBusus: A | Ctp.2o17
KAK MOXETE  [OA MPOBEPUTE HOW CAN YOU VERIFY THE AUTHENTICITY

ABTEHTWYHOCTTA HA KEMN?

Han-necHuaT HaynH ga nposepute
aBTEHTUYHOCTTA Ha ENeKTPOHHO MNOANUCaH
NPOTOKON OT U3NUTBaHE U CBUAETENCTBO 3a
KanubpupaHe e KaTo usnonseate
dyHKUMATa 3a NpoBepka Ha nognuca Ha
PDF yeTtuuTe.

Mpumep: B Adobe Acrobat Reader moxeTte
na npoeepute uundposo nognucaH PDF
OOKYMEHT KaTo wu3non3BaTe JieHTarta ¢
WHCTPYMEHTM B T[opHaTa 4acT Ha
OOKymeHTa. [llognucaH  OOKYMEHT e
o6o3HayeH kato ,llognucaH U BCUYKK
nognucu ca BanugHu“ (“Signed and all
signatures are valid.”).

OF AQES?

The easiest way to verify the
authenticity of an electronically signed test
report or calibration certificate is to use the
signature verification feature of PDF
readers.

Example:

In Adobe Acrobat Reader, you can
verify a digitally signed PDF document
using the toolbar at the top of the
document. A signed document is marked
as “Signed and all signatures are valid”
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é"o Signed and all signatures are valid. Signature Panel
@ ~
@ ALMI ]A TEST
e

W3nuTBaTeneH ueHtop AIMU TECT

yn. Uap Camyun 105

1000 Codun , Brarapus

e-mail: office@almitest.com

Ten.: +359 888 334 717

Ten.: +3592 97 97 119

MPOTOKON OT M3MUTBAHE N2 xiox00oa0o00x | [ dd.mm.yyyy

www.almitest.com

O6GeKkT Ha U3NUTBaHe

&',‘o' Signed and all signatures are valid.

Signature Panel
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3a pga BuauTe MHGoOpMauusTa 3a To view the signature information in
nognuca BbB BallMSA NPOTOKONM OT U3NUTBaHe your test report or calibration certificate, click
UM  CBUOETESNCTBO 3a  kanubpupaHe, the “Signature panel” button as shown
LpakHeTe Bbpxy b6yToHa ,Signature panel”, below:

KaKTO € NoKa3aHo no-gony:

@ Signatures X

N

[i=] ~ validate All

v fu Rev. 1: Sighed by Aleksandar Lachezarov Petrov <office@almitest.com=

2o

Signature is valid:
a: Source of Trust obtained from European Union Trusted Lists (EUTL).

This is a Qualified Electronic Signature according to EU Regulation 910/2014
Document has not been modified since this signature was applied
Signer's identity is valid
Signing time is from the clock on the signer's computer.
Signature is LTV enabled

w Signature Details

Certificate Details...

Last Checked: 2025.02.03 17:32:18 +02'00'

Field: Signature2 on page 1

Click to view this version

Document Locked by Signature2

HekoHTponWpado Konue cnef pasneyaTeane
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CO®TYEPHO CBOBLIEHME: ,MOHE EONH
rnoanmc NMA NMPOBJTEMA

Ako ToBa cbobLLEeHNe ce NosiBM B pasgena 3a
cepTudmkaTt Ha yeteua 3a pdf OKyMeHTH, ToBa He
O3HayaBa HeNnpeMeHHO, Ye JOKYMEHTbT e
HeBanuaeH. [MbpBoO, MON4A, NpoBepeTe ocTagallarta
BaNMOHOCT Ha NOANMca, KakTo € MOCOYEHO B
rOpHWsi NpUMep, U onpeaerneTe ganv Toea e
JOCTaTb4yHO 3a BalLUTE Lienu.

B noeeueto cryyan ToBa cbobLueHue ce
NPUYMHSABA OT:

¢ M3nonseaHe Ha no-ctapa u/mnmn npobHa
Bepcus Ha copTyepa 3a 4YeTeHe Ha PDF
dannose,

e CoblyecTByBaLM NpaBunia 3a 3alnTHa
CTeHa BbB BallaTa Mpexa.

o ToBa npegynpexaeHne Moxe CbLLO Aa
nokasea, Ye eauH Unm noeeye LUndgposu
nognucu ca ¢ U3Tekbn cpok. Nateknuat
noanuc obayve He NpaBu SJOKYMeHTa
HeBanuaeH.

[oKyMeHTBT MOXe Aa Obae NpUeT ako:

e E nognucan ot Aleksandar Petrov nnm
Mayya Stoycheva

e M

e [JIOKYMEHTBLT He € MPOMEHSH cref
nocTaBsHe Ha NOANUCUTE B AOKYMEHTA.

HonbnHuTtenHa nHgopmaums 3a KEIN moxete ga
HamepuTe 1 B ,Certificate details...”

& At least one signature has problems.

SOFTWARE MESSAGE: "AT LEAST ONE
SIGNATURE HAS PROBLEMS"

If this message appears in the certificate section of
your PDF reader, it does not necessarily mean that
the document is invalid. First, please check the
remaining validity of the signature as indicated in
the example above and determine if this is
sufficient for your purposes.

In most cases, this message is caused by:

e Using an older and/or trial version of
the PDF reader software,

e Existing firewall rules on your network.

e This warning may also indicate that
one or more digital signatures have
expired. However, an expired
signature does not invalidate the
document.

The document can be accepted if the following
criteria are fulfilled.

e Signed by Aleksandar Petrov or
Mayya Stoycheva

e and

e The document has not been modified
since the signature was placed in the
document.

Additional information about QES can also be
found in the “Certificate details...”

Signature Panel
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MPOBEPKA HA ABTEHTUYHOCTTA HA
EJNIEKTPOHHNA NMOAMNC

OnpepeneHn 3aKkOHOBM U PerynaTopHu
M3NCKBAHWS HanaraT Ha MpouU3BOAUTENUTE,
3aKOHHWTEe  NpeacTaBuTenu, BHocUTenuTe,
TbproBuMTe UM  TH. Jda  nposepsiBaT
aBTEHTUYHOCTTA Ha MPOTOKOMNa OT U3NUTBaHE U
cBuaeTenictBata 3a KanubpupaHe, KOUTO
NpuapyxkasaT OadeH npodykT, W ga
AOKyYMeHTUpaT nposepkaTa. C BKIIOYBAHETO Ha
uMdpoBM  MognMcu B NPOTOKONUTE  OT
n3nMTBaHe 1 cBUAeTenNcTBaTa 3a KannbpupaHe
NpoLechkT Ha NPoBepKa cTaBa No-ieceH.

[okymMeHT C aBTeHTU4YeH Uuudgpos
noanuc ot ManuteateneH LleHtbp ATIMUA TECT
e nognucaH C eguH OT  crnegHuTe
KBanuduuupaHu enekTpoHHU noanmcu:

1. Aleksandar Petrov
2. Mayya Stoycheva

VWOEHTUOUNLIMPAHE HA HEBAJIMOHN
rnoanmcun n MNMOCNEOBALLMN
OENCTBUSA

JdokymeHT, B  KOWTO  nwunceat
BanuavpaHn LnMgposmn Noanucy unm nokaseat
cbobuweHvero lloHe eguH nognuc e
HeBanugeH* (,At least one signature is invalid”)
He TpsabBa Aa ce U3non3ear.

MpuynHUTE 3a ToBa CbLOGLLEHNE MoraT Aa ca:

e BanugHoctTa Ha
Hen3BecTHa

e [lognucaHo ot HenseecTeH aBTOp

e [lognucbT € HEBanuaeH

e Hama nognuc

nognuca e

AKko ce cbnbckate ¢ nunceawim wunu
HeBanuMaHM  noanucu, He TpsabBa ga
nsnonsearte gokyMeHTa. Mons, cBbpXxeTe ce ¢
ManunteateneH Llentbp AJIMUA TECT.

VERIFICATION OF THE AUTHENTICITY
OF THE ELECTRONIC SIGNATURE

Certain legal and regulatory
requirements require manufacturers, legal
representatives, importers, traders, etc. to
verify the authenticity of the test report and
calibration certificates that accompany a
product and to document the verification. By
including digital signatures in test reports and
certificates, the verification process will become
much easier.

A document with an authentic digital
signature from Testing Centre ALMI TEST is
signed with one of the following qualified
electronic signatures:

1. Aleksandar Petrov

2. Mayya Stoycheva
IDENTIFICATION OF INVALID
SIGNATURES AND FOLLOW-UP
ACTIONS

Documents that are missing validated
digital signatures or display the message “At
least one signature is invalid” should not be
used.

The reasons for this message may be:

e Signature validity is unknown
¢ Signed by Unknown author

e Signature is invalid

e No signature

If you encounter missing or invalid
signatures, you should not use the document.
Please contact the Testing Centre ALMI TEST.

HekoH POlTHpaRo KONke L

e pdalicudliedHe
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% At least one signature is invalid.

@ Signatures

[Z] - WValidate All

@
74

v % Rew. 1: Signed by Unknown

Signature is invalid:

There are errors in the formatting or information contained in this signature

Signer's identity has not yet been verified

Signing time is from the clock on the signer's computer.

Last Checked: 2021.06.18 01:59:35 UT{N]

Field: Signaturel (invisible signature)

MOXE OA CE MNOJI3BA 7
KBAJTMOULIMPAHA YCNYTA 3A
BANMOALINA (QUALIFIED SIGNATURE
VALIDATION SERVICE) Ha B-TRUST

https://www.b-trust.bg/services/dss-verify

KBanudmumpaHaTta ycnyra 3a Banugaums Ha
KBanuduuupaH enekTpoHeH nognuc/neyat (B-
Trust Qualified Signature Validation Service)
AaBa Bb3MOXHOCT Ha [oepsBawmTe ce
CTpaHu da nonydyaT [oKnag OT npoueca no
nposepka Ha BanuaHocTTa Ha
nognucute/ned4aTtnte no asTOMaTU3MpaH U
HagexaeH HauyuH. [oknagbT e nognucaH ¢
KBanuduumupaH  enekTpoHeH nevar  Ha
[ocTtaBumka. Ypes ycnyrata ce rapaHtupa, 4e
nognucutTe W neyatute ce Cb3gaBar M
npoBepsiBaT B CbOTBETCTBME C €BPOMNENCKOTO
3akoHogatencTtso (PernameHT (EC) 910/2014 1
cBbp3aHuTe c Hero ctaHgaptn ETSI EN 319
102-1, ETSI TS 119 101, ETSI TS 119 441 u
ETSI TS 119 442).

THE B-TRUST QUALIFIED SIGNATURE
VALIDATION SERVICE CAN BE USED

https://www.b-trust.bg/en/services/dss-verify

The qualified electronic  signature/seal
validation service (B-Trust Qualified Signature
Validation Service) enables Relying Parties to
receive a report of the signature/seal validation
process in an automated and reliable manner.
The report is signed with a qualified electronic
seal of the Supplier. The service ensures that
signatures and seals are created and verified in
accordance  with  European legislation
(Regulation (EU) 910/2014 and related
standards ETSI EN 319 102-1, ETSI TS 119
101, ETSI TS 119 441 and ETSI TS 119 442).
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Mpn BBb3HWKHANM BBLAPOCM MOMHA, He ce If you have any questions, please do not
KonebanTe Oa ce CBbpXeTe C Hac. hesitate to contact us.

O-p nHx. Anekcangbp lNetpos
ManuTtBaTeneH ueHTbp AJIIMA TECT
1000 Codpus, yn. "Llap Camymn" 105

Ten.: +359 2 97 97 119 tel.: +359 2 97 97 119

mob. +359 889 508 812 mob. +359 889 508 812

e-mail: office@almitest.com

PhD. Dipl. Eng. Alexander Petrov
Testing Centre ALMI TEST

e-mail: office@almitest.com

www.almitest.com www.almitest.com

1000 Sofia, Bulgaria, 105 Tsar Samuil Str.

HekoH TPOITHpaR0 Kolive Clied padlisqaledHEe
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